
ADEQ NetDMR Account Set 
Up & Data Entry Tutorial 
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Account Creation 
• User Registration 
 Establishes your identity 
 Each user should have a unique account 

• Request/Receive Access to Permit 
 Associates your user account with specific 

permits 
 Identifies your role in NetDMR for each 

permit 
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NetDMR User Types 
 

• Internal Users 
 State and Federal Agency Users 

• Read-only access to all signed and submitted reports 
 

• Permittees  
 Facility users  
 Can sign and submit DMRs 
 Data Entry 

  
• Data providers  
 Contractors and labs 
 Cannot sign or submit DMRs 
 Data entry ONLY 
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Select Arkansas DEQ as the “Instance” in the Regulatory 

Authority drop down menu. Ensure Arkansas DEQ is 
selected and Click Go. 
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To create an 
account, click on 
Register for an 

account or Create 
an Account.  
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Fill out the General 

Account 
Information and 

Select your 
Security Questions 

and Answers.  
 

Click Submit. 
  

(Be sure to write 
down your 

questions and 
answers. 

Everything is case 
sensitive.) 

  

All answers are 
Case Sensitive 

Type of User 
 

 Labs and 
Consultants will 
be Data 
Providers. 

 
 Anyone 

associated with 
the facility will 
be Permittee. 
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Verify all NetDMR 
Account Request 

Information. 
  

Click Verify. 

On this screen, 
please be sure to 
either write down 
your security 
questions and 
answers Or take a 
picture with your 
phone. 
 
Be sure to store 
the paper or photo 
in a secure 
location for easy 
access. 



Account Verification 
• You will receive a verification email from NetDMR; click the 

link within to complete the account verification process 
• The link will expire in 60 days 

 

Only Click the 
Link Once  
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Account Verification 
•  Fill in security answer 

•  Case sensitive 
•  Create a password, and then retype to confirm 

•  Case sensitive; expires every 90 days 
•  8-20 characters; must contain at least 1 number 
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Account Verification 
•  You have finished creating your account! 
•  Click the link to login 
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Signing In 
• Four attempts to log-in before account is locked 
 Must answer security question correctly to unlock 

• Forgotten username/passwords may be retrieved or reset 
online 
 Reset with verification email 
 Retrieve/change by answering a security question 

• Passwords must be changed every 90 days and each new 
password must be different than your last 10 passwords by 
at least 3 characters 

• DO NOT Save your password on the NetDMR log-in 
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Request/Receive Access 
• Identifies within NetDMR the permits you have permission 

to view/manage information 
• Establishes your role in NetDMR 
• First person to request access must be a signatory and 

automatically becomes permit administrator 
• Permit Administrator controls the roles and access for other 

users 
• Additional permit administrators may be approved 

12 

Presenter
Presentation Notes
For anyone to view/edit DMRs they must receive permission to access the permit information (ONE TIME ONLY)

Managed by the Signatory, Permit Administrator, who would be the Cognizant and/or Responsible Official of a facility

Only users that need signatory authority privileges will need to mail in the original subscriber agreement to ADEQ before their account is approved. 



External User Roles 
• Permit Administrator 

 
• Signatory 

 
• Edit 

 
• View 
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Signatory Role 
• Must sign and mail original subscriber agreement to 

ADEQ 
• Manages access for permit(s) 
 Approves/denies requests for edit and view access 

• Automatically has the role permissions for 
• Edit 
• View 

• ADEQ must have written notification when a Signatory 
leaves a facility 
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Edit 
• Has permission to  
 Enter, edit, and import DMR data 
 Delete data from unsubmitted DMRs 

View 
• Can only view DMRs/CORs  

(Submitted Only) 

 Partial View 
• Special request by regulatory authority to view partially 

completed (unsubmitted) DMRs 
• Typically only used for troubleshooting  
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Requesting Access 
• Click on Request Access at the top of the NetDMR page 
• Type in your 9 digit permit number 
 Click Update 

• The first person to request access to a permit must be a signatory 
authority 
 Once signatory has been approved by the regulatory authority, 

others may request access 
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Requesting Access 
• Select the applicable role and click Add request 
• You will see your access request pending at the bottom of the screen 
 If you’ve selected the incorrect role, click the Red X to delete 
 Add additional permits/roles before clicking Submit 
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Requesting Access 
• If you selected the Signatory role, additional information is required 

• Select relationship to facility – Choose Facility if you work for the 
company or municipality 

• If you are the Cognizant Official (Signs the DMRs), Select the first 
radio button  

• Click Submit and Confirm on Next Page 
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Requesting Access 
• Confirmation Screen 
• Print Subscriber Agreement 

• Serves as the wet-ink signature for all signed and submitted DMRs 
• Mail Original six (6) or more pages, signed in blue ink, to 

ADEQ 
• NetDMR Test - not necessary 
• NetDMR Production - REQUIRED 
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Top of NetDMR Home Screen 
• Home 
 Brings you back to the home screen 

• My Account 
 Allows you to view and edit your account settings 

• Request Access 
 Request access to permits with specific roles 

• Help 
• Logout – Always remember to Logout of NetDMR  
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Header Bar 
• Manage Access Requests 
• Search All DMRs & CORs, Permits, Users 
• Import DMRs Perform Import or Check your Results 
• View Permits or Users 
• Note the Session Lockout Timer:  you will be logged out 

after 30 min of inactivity 
 

*Visibility of header bar options is dependent on user type 
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Presenter
Presentation Notes
Users with Edit and/or View Roles only will not see the Manage Access Requests tab on their screens

Only Signatory Users will have access to Manage Access Requests
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NetDMR “Home Page” 

The All DMRs & CORs tab is 
where you can search for DMRs. 
• Select the Permit ID 
• Click Update 
• Click Search 

The DMRS Ready to Submit tab 
will only appear if there are DMRs 
ready to be signed and submitted to 
EPA and ADEQ. 
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DMR/COR Search Results Page 
Lists DMRs and CORs that are:  
• Ready for Data Entry 
• NetDMR Validation Errors 
• NetDMR Validated 
• Signed & Submitted 
• Completed 

Presenter
Presentation Notes
To correct a DMR that has been signed & submitted, search for the DMR and click on “Correct DMR” and click “Go”. This will take to the web DMR form to correct it, save it and sign and submit again. 
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• For a No Discharge DMR, select “C” under 
Form NODI. 

• Units, Frequency of Analysis, and Sample 
Type will be pre-populated. Will not need to 
change unless sampled more often or 
incorrect. 
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• To add an attachment, the file name must 
not have any spaces or special characters 
other than an underscore (_).  

• Size less than 20MB. 
• Formats accepted: PDF, Word, Excel, etc. 

Presenter
Presentation Notes
If only one parameter is out of compliance and the corrective action can be summed up in a few words, you may state this in the Comments Section in lieu of attaching a non-compliance report. 



Top/Bottom of Web DMR 
Form 

• Clear parameter fields 
 Clears all data 

• Save & Continue 
 Saves the data but does not move away from the page 

• Save & Exit 
 Saves the data and exits to home page 

• Sign & Submit 
 Saves the data and prompts for electronic signature 

• Print Friendly View 
• DMR/COR Search Results 

• Brings you back to the search results page 
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Attachments 
 

• When saving an attachment use the naming convention: 
PermitID_Outfall Number_DocumentType_Year_Month, 
i.e.: 

AR0012345_001A_NCR_2016_08    
• The following restrictions apply to all NetDMR 

attachments: 
• The File Name must not contain any spaces 
• The File Name must not contain any of these characters: “, *, ‘, /  
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No Data Indicator (NODI) 
• Indicates a reason for no sample results 
• Three (3) Options: 

• Form Level (#1):  applies to entire DMR 
• Parameter Level (#2):  applies to entire parameter 
• Individual Value Field (#3):  applies only to an individual 

field for that parameter 

#1 

#2 
 #3 
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Other Codes 
• Units of Measurement: Coded to permit specifications 
• Frequency of Analysis & Sample Type 
• Value qualifier dropdown menu 
• If samples are done more often, choose the appropriate code 

from dropdown menus 
 Lists for each of these are available to help you determine 

the right option 
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NetDMR Hard Errors 
• Will generate hard errors if a certain special character is 

used in the parameter value. 
• Only acceptable special characters are “.”, “,” and “+”. 
• DMR cannot be saved until the Hard Error is corrected. 
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NetDMR Soft Errors 
• Will generate soft errors if a parameter value is missing 

or if parameter value is outside of the permit limit. 
• Only Acknowledge the outside of permit limit soft 

errors. 
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NetDMR Soft Errors 
• After checking the Acknowledge box, click Save & 

Continue. 
• After saving the DMR, status will be NetDMR 

Validated. 
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NetDMR Soft Errors 
• After acknowledging a parameter out of permit limit 

and clicking Save & Continue, a Non-Compliance 
Report will need to be attached. 

• Add attachment and upload file. The file name must not 
contain any spaces or special characters.  

     Example - AR0012568_NCR_012017 
• Any format can be used such as PDF, Word, Excel, etc. 
• Size cannot exceed 20 MB. 
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NetDMR Soft Errors 
• After acknowledging a parameter out of permit limit, 

clicking Save & Continue, and attaching a Non-
Compliance Report. 



Electronically Sign and 
Submit DMRs 

• Can sign and submit DMRs multiple ways 
 Edit DMR Screen - Single DMR 
 Search Screen - One or multiple DMRs 
 DMRs Ready to Submit Tab 

• Summary information provided for each DMR being 
signed 

• Check all boxes on the Sign & Submit page for each 
DMR 

• Requires password and security question answer to 
submit 

• Must have signatory authority role with subscriber 
agreement on file with ADEQ for options to appear 
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• Be sure to check both check boxes. 
• One will include submission 
• One will send Email notification and 

COR (Copy of Record) for files 

Make sure a username or dots are not in the two boxes 
for your security question and password. If so, clear your 
passwords and browser cache. 
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Submission Confirmation!  
Will receive an email with a COR attached in a PDF Zip file to download 
for files. 

Select “Not for this site”, “No”, or “Never” 
whichever appears on your computer so 
your password will not be saved for the 
website. 



Email Confirmation 
• Email confirmations will let you know if: 
 Copy of Record (COR) Submissions have been received 

by the ADEQ 
 DMRs have been submitted to EPA 
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Adding Emails for 
Confirmation 

• Email notifications can be sent confirming DMR 
submissions 

• To add someone’s email address to the notification list, 
Search by Permit 
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Managing Access 
• Approve/Deny access requests for all roles except signatory 
 
• Signatories must complete subscriber agreement for 

approval by regulatory authority (ADEQ) 
 
• Pending access requests can be found on the home page or 

using the manage access link 

• To approve an access request, 
click the Approve checkbox, 
then click Submit 

 
• Click Submit 
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• Click Submit again to 
confirm the access 
request. 
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• Access request 
confirmed. 
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Denying Access Requests 
 

• If someone requests the wrong role, you may deny 
their access request 

• When you deny a request, you must include a 
comment 

• Click Submit 



ADEQ NetDMR Approval 
Notification 
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Once the Subscriber Agreement is received and 
verified by ADEQ in approximately 2-3 weeks, you 
will receive an email and letter stating you have been 
approved for an NetDMR account. 
 
In the notifications, you will see the following link: 
https://netdmr.zendesk.com/hc/en-us 
 
Click on the link and it will take to the NetDMR 
Support webpage. 
 

https://netdmr.zendesk.com/hc/en-us
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If you have 
created a 
NetDMR 
account in the 
Production Site 
at an ADEQ 
NetDMR 
training and 
have received 
your approval 
notification. 
Please click the 
NetDMR 
Production Site 
link to take you 
to the Welcome 
Page of 
NetDMR. 
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NetDMR CDX (Central Data Exchange) Migration  

• The week of May 15-19, 2017, EPA will be migrating existing NetDMR User 
accounts into CDX (Central Data Exchange).  
 

• EPA will send emails regarding this matter and no action is required until  
      May 20, 2017. 

 
• For current NetDMR Users, do not change email addresses or phone numbers 

prior to May 15, 2017. 
 

• After March 2017, ADEQ will contact NetDMR Users with updated training 
materials regarding CDX. 

 
• During the week of May 15-19, 2017, new accounts cannot be created and 

existing accounts cannot be modified, i.e., changing an email address or resetting 
passwords. 
 

• Entering DMR data and electronically signing and submitting DMRs will not be 
affected during the migration process. 

 



For the classroom training, please Open a New Webpage and enter 
the following address into the browser:  
 
NetDMR Test Site: 
https://netdmrtest.epacdx.net 

 
To create your account in the NetDMR 
Production site go to: 
https://netdmr.epa.gov.  
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https://netdmrtest.epacdx.net/
https://netdmrtest.epacdx.net/
https://netdmr.epa.gov/
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• After creating an account, 
requesting access to a permit(s), a 
Subscriber Agreement will be 
created. 

 
• Print, sign (in blue ink) and mail the 

original Subscriber Agreement to 
ADEQ, Attn: Water Enforcement, 
5301 Northshore Drive, North Little 
Rock, AR 72118 



ADEQ NetDMR Contact 
Information  

 
• Richard Healey, Enforcement Branch Manager:  501-682-0640 

• healeyr@adeq.state.ar.us 
 

• Tommi West: NetDMR Registration:     501-682-0667 
• westt@adeq.state.ar.us 

• General NetDMR Assistance:       501-682-0624 
• netdmr@adeq.state.ar.us 

 
• David Ramsey: Account Lock Out:    501-682-0615 

• ramsey@adeq.state.ar.us 
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